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ABSTRACT

The locations of events in applications like military reported by a sensor network need to remain anonymous.
This problem has emerged as an important topic in the security of wireless sensor networks.An unauthorised
observer detects the origin of events by analysing the network traffic. The source anonymity problem in wireless
sensor networks is the problem of studying techniques that provide time and location privacy for events reported by
sensor nodes. The binary codes in coding theory are used to send the real event along with the fake message using
the interval in-indistinguishability and thus the anonymity is maintained.

Index Terms-adversary, anonymity, coding theory, privacy, security, wireless sensor networks

1. INTRODUCTION

A sensor network has multiple detection stations
which is known as sensor nodes, which is small,
lightweight and portable. Every sensor node is
equipped with a transducer,
microcomputer, transceiver and power source. The
transducer generates electrical signals based on sensed
physical effects and phenomena. The microcomputer
processes and stores the sensor output. The transceiver,
which can be hard-wired or wireless, receives
commands from a central computer and transmits data
to that computer. [1] The power for each sensor node is
derived from the electric utility or from a battery.

Wireless sensor network is a spatially distributed
autonomous sensor to cooperatively monitor physical
or environmental conditions, such as temperature,
sound, vibration, pressure, motion or pollutants. The
development of wireless sensor networks was
motivated by military applications such as battlefield
surveillance; [4][5]

Today such networks are used in many industrial
and consumer applications, such as industrial process
monitoring and control, machine health monitoring,
and so on. Event detection is used to detect the current

event that happened in the location that is to be
sensored. There are three parameters that can be
associated with an event detected and reported by a
sensor node: the description of the event, the time of
the event, and the location of the event.[2]

In many applications, such monitoring networks
consist of energy constrained nodes that are expected
to operate over an extended period of time, making
energy efficient monitoring an important feature for
unattended networks.

The source anonymity problem has been addressed
under two different types of adversaries, namely, local
and global adversaries. [1]

Local adversary is defined to be an adversary having
limited mobility and partial view of the network traffic.
Routing based techniques have been shown to be
effective in hiding the locations of reported events
against local adversaries. [12][13]

This is due to the fact that, since a global adversary
has full spatial view of the network, it can immediately
detect the origin and time of the event-triggered
transmission.
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Coding theoryis the study of the properties
of codes and their fitness for a specific application.
Codes are used for data compression, cryptography,
error-correction and more recently also for network
coding.

Data compression is used to reduce the network
load and make files smaller. The second, channel
encoding, adds extra data bits to make the transmission
of data more robust to disturbances present on the
transmission channel. The ordinary user may not be
aware of many applications using channel coding.

2. RELATED WORKS

One of the strategies, a technique called phantom
routing, has proven flexible and capable of protecting
the source’s location, while not incurring a noticeable
increase in energy overhead. Further, examined the
effect of source mobility on location privacy. Even
with the natural privacy amplification resulting from
source mobility phantom routing techniques yield
improved source-location privacy relative to other
routing methods.Introducing the technique called
phantom routing, has proven flexible and capable of
protecting the source’s location, while not incurring a
noticeable increase in energy overhead.

Achieving source location privacy using phantom
routing provides significant privacy amplification.
Location-privacy techniques built using network
security mechanisms, [16] such as the anonymity
provided by mixes, incur additional communication,
memory and computational overhead that are
prohibitive ~ for use in  resource-constrained
environments.[2]

Sensing the tasks, potential sensor networks
applications are explored. The flexibility, fault
tolerance high sensing fidelity and low-cost
characteristics of sensor networks create many new and
exciting application areas for remote sensing. However
realization of sensor networks needs to satisfy the
constraints by factors such as fault tolerance,
scalability etc., and these constraints are highly
stringent and specific, new wireless ad hoc networking
techniques are needed. [4]

Wireless sensors and wireless sensor networks have
come to the forefront of the scientific community
recently. This is the consequence of engineering
increasingly smaller sized devices, which enable many
applications. The use of these sensors and the
possibility of organizing them into networks have
revealed many research issues and have highlighted
new ways to cope with certain problems. In this paper,
different applications areas where the use of such

sensor networks has been proposed are surveyed. In
this paper, different application areas where the use of
such sensor networks has been proposed are surveyed.
The possible use of wireless sensor motes and
networks extends over a vast area of human activity.
Still most are under research there is a remarkable
effort and progress. Adding the parameter “mobility”
creates another dimension to the information system.

[5]

Localization is a way to determine the location of
sensor nodes. Localization of sensor nodes is an
interesting research area, and many works have been
done so far. It is highly desirable to design low-cost,
scalable, and efficient localization mechanisms for
WSNs. In this paper, we discuss sensor node
architecture and its applications, different localization
techniques, and few possible future research directions.
The goal of the survey is to present a comprehensive
review the literature of various aspects. Wireless sensor
networks are designed for specific application.
Application like environmental monitoring, military
target tracking etc., Still many issues to be resolved
around WSN applications such as communication
architectures, security and management.[6]

When source location privacy is of critical
importance, special attention must be paid to the design
of the node transmission algorithm so that monitoring
sensor nodes does not reveal private source
information. One of the major challenges for the source
anonymity problem is that it cannot be solved using
traditional cryptographic primitives. Encrypting nodes’
transmissions, for instance, can hide the contents of
plaintext messages, but the mere existence of cipher
texts is indicative of information transmission.
Preserving source location privacy is the method used
here. It provides source anonymity but still there are
some leakages. Development of a stronger statistical
framework that can properly model source anonymity
in wireless sensor networks.[7]

Analysing existing solutions for designing
anonymous sensor networks using the proposed
model.Showing how mapping source anonymity to
binary hypothesis testing with nuisance parameters
leads to converting the problem of exposing private
source information into searching for an appropriate
data transformation that removes or minimize the effect
of the nuisance information.

By doing so, it transforms the problem from
analyzing real-valued sample points to binary codes,
which opens the door for coding theory to be
incorporated into the study of anonymous sensor
networks.
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If nodes report real events as soon as they are
detected, given the knowledge of the fake transmission
distribution, statistical analysis can be used to identify
real transmissions. When real events have time
sensitive  information, such delays might be
unacceptable.

The wireless sensor networks are a network where
there is lack of security. And so, security is to be
provided via anonymity in a network. So, the intuition
is that to provide anonymity in a network where the
information sent should be secure or not known to the
unauthorised users.

3. MODEL ASSUMPTIONS
A. Network Model

Communication is assumed to take place in a
network of energy constrained sensor nodes. Nodes are
deployed to sense events of interest and report them
with minimum delay. Consequently, given the location
of ascertain node, the location of the reported event of
interest can be approximated within the node’s
communication range at the time of transmission.
When a node senses an event, it places information
about the event in a message and broadcast an
encrypted version of the message.[6][7][8][9] To
obscure the report of an event of interest, nodes are
assumed to broadcast fake messages, even if no event
of interest has been detected. Nodes are also assumed
to be equipped with a random distribution method, so
that adversaries are unable to distinguish between the
reports of events of interest(real event) and the fake
transmissions by means of cryptographic  tests.
Furthermore, the network is assumed to be deployed in
an unreachable environment and, therefore, the
conservation of nodes’ energy is a design requirement.

B. Adversarial Model
The adversarial models can be of external, passive,
and global [2][3][4].

An external adversary is an adversary who does not
control any of the nodes in the network. As opposed to
active adversaries injecting their own traffic or
jamming the network, a passive adversary is only
capable of observing the network traffic.

A global adversary is an adversary who can monitor
the traffic of the entire network and can determine the
node responsible for the initial transmission reporting
an event of interest.

The justification behind this model is twofold. First,
it serves as a worst case scenario, when the coverage
area of the adversary is time varying and/or unknown.

Second, it represents a network of collaborating
adversaries that can cover the deployed sensor
network. The adversary is also assumed to know the
distribution of fake message transmissions.
Furthermore, the adversary is assumed capable of
observing nodes transmissions over extended periods
of times and performing sophisticated statistical
analysis to compare the observed transmission with the
known distribution of fake messages.[11] The
adversary, however, is not assumed able to break the
security of the encryption algorithm and distinguish the
report of event of interests via cryptographic tests.

C. Interval Indistinguishability

Let IF denotes a time interval without any real
event transmission called the fake interval and Igr
denotes a time interval with real event transmission
called the real interval. The two time intervals are said
to be statistically indistinguishable if the distributions
of inter-transmission times during these two intervals
cannot be distinguished with significant confidence.

[1][7](8]

Given the notion of interval in-distinguishability,
consider the following game between a challenger, C
(the system designer), and a statistical adversary, A.

D. Anonymity game

1. C chooses two intervals IR and IF, in which IR is

a real interval and IF is a fake one.

2. C draws a bit b € {0,1} uniformly at random and
sets

IR = Ib and IF = Ib", where b denotes the binary
complement of b.
3.Cgives Iband Ib" to A.

4. A makes any statistical test of her choice on Ib
and Ib” and outputs a bit b".

5. If b’=b, A wins the game.

Game 1 can be viewed as a standard binary
hypothesis testing problem. That is, given two
hypotheses (a real interval and a fake interval) and an
observed data (an interval of inter-transmission times
of a sensor node), the goal of the adversary is to
determine to which hypothesis the observed data
belong (i.e., whether the observed interval contains real
event transmissions).

Inter-transmission times during fake intervals are
iid’s, while inter-transmission times during real
intervals are neither independent nor identically
distributed. In theory, the only way to guarantee that a
sequence of random variables is statistically
indistinguishable from a given iid sequence is to
generate it as an iid sequence with the same
distribution.  The  notion  of interval in-
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distinguishability, suggests a different approach for the
design of anonymous sensor networks.

Interval in-distinguishability does not impose any
requirements, such as iid, on the distribution of inter-
transmission times during fake intervals. Therefore,
designing fake intervals with the distribution that is
easiest to emulate during real intervals is the most
logical solution. This idea opens the door for more
solutions as it gives more flexibility for system
designers. [12] To improve anonymity, we suggest
introducing the same correlation of inter-transmission
times during real intervals to inter-transmission times
during fake intervals.

E. Random distribution
The method used is random distribution method
which is discrete in nature. A random variable assigns
a number of values to some outcome. This plays in
two conditions:
If the possible values are at distinct points, then
the random variable is said to be DISCRETE.
If the possible values are an interval of values, then
the random variable is said to be CONTINUOUS.

Discrete Random Variable — usually it is a count
data e.g.: [Number of]

- one that takes on a countable number of
values which means listing all possible outcomes
without missing any values, although it might take
an infinite amount of time.

X = values on the roll of two dice:

X has to be either 2, 3, 4... or 12.

Y = number of accidents on the UTA campus
during a week:

Y has to be 0, 1, 2, 3, 4 5 6, 7,
8, i, real big number”

Examples for the random variable are:
Dead/alive, treatment/placebo, dice, counts, etc.

Let Xi be the random variable representing the
time between the ith and the i+1st transmissions
and let the desired mean of these random variables
be y; i.e., IE[Xi]=, for all i (since the Xi’s are
iid).

F. Fake Interval (IF)

In the absence of real events, nodes are programmed
to transmit iid fake messages according to a pre-
specified probability distribution. That is, the Xis in
fake intervals are iid random variables with mean
M. Therefore , during any fake interval,Ig,for any Xi1 X
€ Ir, one gets

[E[Xi| Xia<p] =4,

By the fact that Xiq and X; are independently by
definition and that IE [X] = p, for all j’s

—»  Fake message
Feal message

ﬁ, Occutrence of
time event

Fake message schedule

rr t

Titne

11

Incorporation of real events

LIttt

Titne

This shows an illustration of solutions based on
statistical goodness of fit tests. Nodes transmit fake
messages according to a pre-specified probabilistic
distribution and maintain a sliding window of inter-
transmission times. When a real event occurs, it is
transmitted as soon as possible under the condition that
the samples in the sliding window maintain the
designed distribution. The transmission following the
real transmission is delayed to maintain the mean of the
distribution of inter-transmission times in the sliding
window.

G. Real Interval (IR)

By definition, real intervals will have both fake
and real transmissions. Let E; be the random variable
representing the type of the event reported in the ith
transmission, i.e., fake or real. Then, E; can take the
values R and F, where R denotes a real event and F
denotes a fake one. Since, in the most general scenario,
the distribution of inter-arrival times of real events can
be time variant and unknown beforehand, we will
assume that E; can take the values R and F with
arbitrary probabilities. Recall that the time between the
transmission of a real event and its preceding fake one
is usually shorter than the mean p by design (to reduce
delay).

Recall further that the time between the
transmission of a real event and its successive one is
usually longer than p by design (to adjust the ensemble
mean). That is, during any real interval, Ig, for any Xi.,
Xi€ Ir, One gets

IE[Xi | Xia<p Ei=R]> 1,
1)
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and

IE[Xi | Xia<p, Ei=F]>p,
@

Combining (1) and (2), we get
IE[Xi | Xia<p]
= IE[Xi| Xi1< W, E=R].Pr [E=R]
+ IE[Xi | Xi1< W, E=F].Pr
[E=F]

> W.Pr[Ei=R] + W.Pr[Ei=F] = p.

An inter-transmission time can be either shorter or
longer than p.The inter-transmission time that is
shorter than W is “short inter-transmission time” and an
inter-transmission time that is longer than is p “long
inter-transmission time.”

The short inter-transmission times are most likely
to be followed by long inter-transmission times[14]
during real intervals. The short inter-transmission times
followed by long inter-transmission times occur more
frequently in real intervals than fake intervals. A short-
long pattern will be used to denote a short inter-
transmission time followed by a long inter-
transmission time). This shows the short- long patterns.

3. PROPOSED SYSTEM
The proposed work is to provide anonymity to the
source in the network.

Creation of WSN

Generation of fake Transmission of

scenario for event
detection

messages fake messages

If triggered

Embedding real
message into fake
message and
~ o i \ transmission

& J
‘\ \ / / \l’ il  Simulation of
9 L k IRy adversary into the
\\4 : scenario

Figure.1l. Architecture Diagram

Anonymity analysis

The wireless sensor networks scenario is created
for the event detection. Fig 1.shows the architecture
diagram where the system computation is realized
through the application of four main modules
implemented in ns2.

Event detection has three parameters reported by a
sensor node: the description of the event, the time of
the event, and the location of the event. The modules
can be generation of fake messages where the message
is generated using the random distribution,
transmission of fake messages when the real message
is not detected, embedding real message into fake
message when triggered or detected and then the
anonymity can be analysed.

4. IMPLEMENTATION AND RESULTS

The nodes are created and the fake messages are
generated for the purpose of providing the
anonymity.The tool used is NS2. It is a discrete event
simulator for networking research.

7l
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Figure 2. Orientation

The message can be passed within that orientation, the
action of orienting someone or something relative to
the points of a compass or other specified positions. So
that the node formation is done and there are six nodes
which is in mobility.

2000579 | Stewi 1000
===
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Node Formation

6 Nodes are in mobilty

Figure.3. Message passing
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This figure deals with the message that is (fake
message) passed from node 0 to node 2.The node 2 will
send message to node 5 which is the destination node.
Message passing in computer science is a form of
communication used in concurrent computing, parallel
computing, object-oriented programming, and inter-
process communication. In this model, processes or
objects can send and receive messages (comprising
zero or more bytes, complex data structures, or even
segments of code) to other processes. By waiting for
messages, processes can also synchronize.

5. CONCLUSION

The proposed system satisfies the statistical source
anonymity using the random distribution method. The
notion of interval in-distinguishability is introduced to
model the source location privacy. By converting the
problem from analyzing real-valued samples to binary
codes using coding theory which is identified a
possible anonymity breach. The fake message is
generated and real message is sent along with the fake
one using ns2 simulation. Here the orientation and the
message is also passed. Future work will satisfy the
application of coding theory where the anonymity will
be analysed and designed.
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